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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.
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How a BlocKchain Works
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Blockchain101: What and How
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3 Reasons Blockchains are
Tough to Tamper With

All blockchain
activity is
transparent
and traceable
to users.

Information

cannot be
altered once

it's recorded.
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Blockchains are
decentralized, so
there is no single

entry point to
their database.



How it came about

Separate Blockchain from Crypto
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Centralized vs Decentralized vs Distributed Network: An Overview

Centralized Network Decentralized Network Distributed Network




The Issues

1. Separate Blockchain from Crypto
« TECHNOLOGY - Blockchain

2. Blockchain scalability and size not at database level - YET!

.

N = A Blockchain Is A Database, But
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Database ideal for data that needs Blockchain ideal for verification
continuous updating updating e.g., of frusted data: identity,

monitoring and sensors reputation, credibility, integrity



The Issues
3. Trust

A trustless system means that the participants involved do not need to
know or trust each other or a third party for the system to function.

Move to a Trustless Community
Historically we have moved from trusting individuals to trusting
centralised institutes as the intermediary.

Now need to shift away from ‘trusted’ gatekeepers to direct via
technology.



The Future Current Identity versus Self-Sovereign |dentity




The Future

» Eliminate the ‘middle man’ across industries
« Digital Identity: Unique
—Banking, Healthcare, National Security, Citizenship documentation (birth certificates,
passports, wedding certificates), online retail...

« Confracts: smart contracts
« Mortgages, wills, legal contracts, timestamp notary

« Democracy: eVoting System (Estonia. Trials: Malta, Korea, Russia, India, West Virginia
USA)

* Music: Pay artists directly for specific uses
* NFT's (Non-Fungible Tokens)



The Future

fungible
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Fungible

My $10 is the exact
same as your $10

Semi-fungible

All general admission
tickets get each person
in to the same specific
concert, but may not
work for a different
concert or date.

adjective

being of such nature or kind as to be freely exchangeable or replaceable, in whole or in
part, for another of like nature or kind.

Non-fungible

Represents something
unique and 1-of-1!




13 Ways Blockchain Will Transform
Supply Chain Management
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How Blockchain Will
Transform Cyber Security
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Verifying Software Mitigating DDoS Biometric Preventing Hacks on More Secure DNS Decentralizing
Downloads / Updates Attacks Private Keys Automated Systems Data Storage
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Blockchain For Smart Cities
12 Pracfc_i_cal Use Cases
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10 Ways Blockchain Will
Reinvent the Non-Profit Sector
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Blockchain for the Non-Profit Sector

Blockchain For Manufacturing
10 Possible Use Cases

OP Byl

58, O

Supply Chain 3D Printing Lowering Reducing Improving Trust IoT Device
Auditing Design Rights Barriers to Entry Systemic Failures in Products. Authentication
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Blockchain In Agriculture
10 Possible Use Cases
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Blockchain For The Sports Industry
11 Possible Use Cases
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