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Spam, Scams and Urban Legends Outlined



SPAM
§ Fraudsters:
§ “sign this petition” 
§ “you’ll get bad luck”
§ “forward this on”
§ “how would you feel if this was your 

child”…

SCAM
§ Phishing – Malicious intent
§ Phishing (Smishing; SMS Phishing 

and messaging app (e.g., Slack) 
Phishing)

§ Pharming: the link is a fake web site, 
other modified DNS entries so 
redirected to imposter site

Spam, Scams and Urban Legends Outlined Identity and $

URGAN LEGENDS
§ Stories/games/activity that are funny and/or contain horrifying content 
   that may or may not be true

§ Tell tale sign is you are urged to forward  the message on
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History of Scams



History of Scams
Swindler    & Con Artist

1882      -  1949

US Government Wikimedia Commons



History of Scams - Movies
§ Catch Me If You Can
§ Fyre
§ Inventing Anna

Posed as a wealthy German Heiress 
to access upper-class New York social and 
art scene 2013-2017’s

Anna Sorokin (Delvey) 
born 1991



History of Scams § Elizabeth Holmes 
§ born1984  

CEO of Theranos a former multibillion-dollar healthcare company 
that claimed to have revolutionised blood testing

The credibility of Theranos was attributed in part to Holmes's personal connections 
and ability to recruit the support of influential people, including Henry 
Kissinger, George Shultz, James Mattis, and Betsy DeVos, all of whom had served or 
would go on to serve as U.S. presidential cabinet officials.

2015 Forbes named Holmes youngest and wealthiest self made millionaire
§ Indicted on Fraud in 2016
§ Convicted in 2022
§ Fined $452 million 

https://en.wikipedia.org/wiki/Henry_Kissinger
https://en.wikipedia.org/wiki/Henry_Kissinger
https://en.wikipedia.org/wiki/George_Shultz
https://en.wikipedia.org/wiki/James_Mattis
https://en.wikipedia.org/wiki/Betsy_DeVos
https://en.wikipedia.org/wiki/Cabinet_of_the_United_States


History of Hoaxes and Urban Legends



TOP TIPS: Spam, Scam and Urban Legends
Commenting on social media sites may lead to your email revealed

Consider creating different emails for different purposes

Mac Hide my Email
Disposable emails Social Gmail or iCloud

THINK: one time, social/web, regular, important, critical …

DO set up email rules and filters to place into a spam folder

DO install spam filter software

DO consider installing a password manager

DO create passwords aligned with your ‘categories’:

re: one time, social/web, regular, important, critical



TOP TIPS: Spam, Scam and Urban 
Legends

• Be alert for scam indicators

• Use phishing detection methods
§ Message is from public domain e.g. @gmail
§ Domain name is misspelt

§ E.g. microsftonline.com
§ Replaced letters e.g. m replaced with rn

§ Poorly written email, spelling and grammar
§ Suspicious attachments and links
§ A sense of urgency is created

§ E.g. act now, must act by tomorrow

• DO NOT RESPOND – IGNORE – DO NOT PARTICIPATE

• Minimise Pharming by double checking the web site URL look for the https and also the url spelling before entering 
personal data.

• NEVER respond to emails that flag a problem with your account and account details. NEVER!



TOP TIPS: Spam, Scam and Urban Legends

• Get familiar with snopes.com. Urban Legends, Hoaxes, Internet Rumors and email forwards +

• Use critical thinking – don’t fall for it FACT CHECK

Old Hoaxes and Urban Legends Never Die• Other fact check sites e.g. 
• TruthorFiction.com
• FactCheck.org
• Many many more…

• Don’t make yourself and others a target by spreading spam, scam and urban legends

• Stand out of the crowd: 
• Be alert, Apply critical thinking 
• DO NOT PARTICIPATE

• Spam, Scam and Urban Legends have been part of humanity for centuries.


